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DETAILED ACTION 

1. Claims 1-31 are pending in the application. 

2. Claims 1-31 have been rejected. 

Specification 

3. The title of the invention is not descriptive. A new title is required that is clearly indicative of 
the invention to which the claims are directed. 

Claim Rejections - 35 USC § 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

4. Claims 1-4, 6-8, 11-15, 17-19, 22-24 and 26-29 are rejected under 35 U.S.C. 102(e) as 
being anticipated by Alcorn et al U.S. Patent No. 6,104,815. 

As to claim 1, Alcorn et al discloses a secure identification apparatus for remote 
transaction enablement, the apparatus comprising: 

a user interface having a first input part for receiving user information of a 
respective user, and a second input part for receiving an identification sequence 
comprising an encryption of a combination of a user identifying element and a 
time varying element [column 6 line 64 to column 7 line 30], 
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a database of identification sequencing information for a plurality of users, 
the sequencing information corresponding to at least the user identifying element 
[column 6, Unes 41-59], 

an identification processor, associated with the user interface and the 
database, for determining whether the identification sequence comprises a user 
identifying element corresponding to the respective user [column 6 line 64 to 
column 7 line 30], and 

a transaction validation unit, for using, the determination to enable a 
transaction [column 6 line 64 to column 7 line 30]. 
As to claim 2, Alcorn et al discloses that the transaction validation unit is operable to 
enable the transaction by using the identifying element to obtain an account number of a user 
with a transaction service provider [column 6 line 64 to column 7 line 30]. 

As to claims 3, 14 and 23, Alcorn et al suggests that the identification sequence is a 
sequence of up to sixteen characters [column 6 line 64 to column 7 line 30]. 

As to claims 4, 15 and 24, Alcorn et al suggests that the identification sequence is a 
sequence of up to four characters [column 6 line 64 to column 7 line 30]. 

As to claim 6, Alcorn et al discloses that the sequencing information further comprises 
the cryptographic function [column 6 line 64 to column 7 line 30]. 

As to claims 7 and 28, Alcorn et al discloses that the cryptographic function is a 
reversible function and the identification processor comprises functionality for carrying out the 
cryptographic function in reverse to obtain the identification code [column 6 line 64 to column 7 
line 30]. 
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As to claims 8, 19 and 29, Alcorn et al discloses that the cryptographic function 
comprises a one-to-one reversible function [column 6 line 64 to colimin 7 line 30], 

As to claim 11, Alcorn et al discloses a method of secure identification for remotely 
enabling a transaction, the method comprising: 

receiving user information input [column 6 line 64 to column 7 line 30], 
receiving a user manageable identification sequence [column 6 line 64 to 
column 7 line 30], 

using the user information input to retrieve corresponding sequencing 
information [column 6 line 64 to column 7 line 30], 

processing the sequencing information to determine whether it 
corresponds with the received user-manageable identification sequence [column 6 
line 64 to column 7 line 30], 

assigning a positive outcome to the identification if the identification 
sequence is found to correspond with the retrieved sequencing information 
[column 6 line 64 to column 7 line 30], and 

enabling the transaction if the outcome is positive [column 6 line 64 to 
column 7 line 30]. 

As to claim 12, Alcorn et al discloses the method that enabling the transaction comprises: 
obtaining valid account information of a user, using the identification 

information [column 7, lines 8-30], and 

providing to a transaction service provider the valid account information 

[column 7, lines 8-30]. 
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As to claim 13, Alcorn et al discloses that the valid account information is in the format 
of a credit card number [column 2, lines 35-48], 

As to claim 17, Alcorn et al disclose that the sequencing information comprises an 
identification code associated with the respective user, time changing information and a 
cryptographic function [column 6 line 64 to column 7 line 30]. 

As to claim 18, Alcorn et al disclose the processing sequence information comprises 
carrying out the cryptographic function in reverse to obtain the identification code [column 6 line 
64 to column 7 line 30]. 

As to claim 22, Alcorn et al disclose a secure identification system for enabling of remote 
transactions, the system comprising: 

a user key generator for generating an identification sequence, using a user 
identification code, time changing information and an encryption function 
[column 6 line 64 to column 7 line 30], 

a user interface having a first input part for receiving user information of a 
respective user, and a second input part for receiving the identification sequence 
[column 6 line 64 to column 7 line 30], 

a database comprising user information and corresponding user 
identification codes and cryptographic functions [column 8, lines 26-41], 

an identification processor, associated with the user interface and the 
database, for using the cryptographic function to determine whether the 
identification sequence comprises a respective identification code corresponding 
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to the user information, thereby to carry out secure identification of the respective 
user [column 6 line 64 to column 7 line 30], and 

a transaction number database associated with the identification processor, 
for using the identification code to obtain user account information for passing to 
a transaction service provider [column 6 line 64 to column 7 line 30]. 
As to claim 26, Alcorn et al disclose that the sequence is a user-manageable sequence 
[column 6 line 64 to column 7 line 30]. 

As to claim 27, Alcorn et al disclose that the user identification code comprises a time 
constant element [column 6 line 64 to column 7 line 30]. 

Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

5. Claims 5, 16 and 25 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

Alcorn et al U.S. Patent No. 6,104,815 as applied to claims 1, 11 and 22 above, and further 

in view of Flitcroft et al U.S. Patent No. 6,636,833 Bl. 

As to claim 5, Alcorn et al does not teach that the identification sequence (i.e. PIN) is a 
sequence arrangeable into a credit card number format. 

Flitcroft et al teaches using a credit card number format as a PIN [column 27, lines 16- 

50]. 
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Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Alcorn et al so that the PIN would have been a 
credit card number. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Alcorn et al by the teaching of Flitcroft et al because the 
credit card holder obtains the functionality of a credit card without ever in fact revealing the 
credit card number in the course of the transaction [column 5, lines 50-61]. 
6. Claims 9, 20 and 30 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Alcorn et al U.S. Patent No. 6,104,815 as applied to claims 1 and 22 above, and further in 
view of Chen et al U.S. Patent No. 5,796,833. 

As to claim 9, Alcorn et al does not teach that the cryptographic function comprises a 
one-to-one trapdoor function. 

Chen et al teaches using cryptographic functions that comprise a one-to-one trapdoor 
function and the benefits [column 3 line 65 to column 4 line 4]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Alcorn et al so that the cryptographic function that 
was used to encrypt the PIN and the time element would have been an one-to-one trapdoor 
function. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Alcorn et al by the teaching of Chen et al because it 
provides a function that is difficult to compute the inverse without knowing a the trapdoor 
function [column 3 line 65 to column 4 line 4], 
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7. Claims 10, 21 and 31 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Alcorn et al U.S. Patent No. 6,104,815 as applied to claims 1 and 22 above, and further in 
view of Chen et al U.S. Patent No. 5,796,833. 

As to claims 10, 21 and 31, Alcorn et al teaches the identification processor being 
operable to insert the identification code and the time varying information into the cryptographic 
function to attempt to reproduce the user manageable identification sequence [column 6 line 64 
to column 7 line 30]. 

Alcorn et al does not teach that the cryptographic fimction comprises an irreversible 
function. 

Chen et al teaches using cryptographic functions that comprise an irreversible one-to-one 
trapdoor function and the benefits [column 3 line 65 to column 4 line 4]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Alcorn et al so that the cryptographic function that 
was used to encrypt the PIN and the time element would have been an irreversible one-to-one 
trapdoor function. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Alcorn et al by the teaching of Chen et al because it 
provides a function that is difficult to compute the inverse without knowing a the trapdoor 
function [colimin 3 line 65 to column 4 line 4]. 
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Conclusion 


8. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Aravind K. Moorthy whose telephone number is 571-272-3793. 
The examiner can normally be reached on Monday-Friday, 8:00-5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on 571-272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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